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1. Project Overview

SafeVision is an AI-powered automated intelligent video surveillance and incident prevention platform

designed to actively analyze live CCTV camera streams in real-time. Unlike traditional passive CCTV

setups that merely record footage for post-crime manual review, SafeVision continuously executes

deep learning object detection algorithms to detect physical assault, violent altercations, weapon

exposure, and suspicious crowd behaviors.

Upon threat detection, SafeVision automatically captures evidence video snapshots, logs incident

telemetry into a persistent SQLite database ( alerts.db ), triggers instant alert dispatches to security

teams via Telegram Bot API, and updates a live web analytics dashboard.

Verified from repository: Implemented using Flask (Python 3.10+), OpenCV ( cv2.VideoCapture ),

PyTorch, and Ultralytics YOLOv8 ( yolov8n.pt ) inside services/frame_service.py  and app.py .

2. Problem Statement

Conventional physical security relies heavily on human guards continuously monitoring multiple video

monitors. Psychological studies demonstrate that human attention degrades by over 45% after 20

minutes of continuous monitoring. Consequently, violent incidents, unauthorized intrusions, and

physical assaults frequently occur without immediate security intervention, causing delayed

emergency dispatches and lost evidence.

3. Proposed Solution

SafeVision introduces an automated computer vision processing pipeline that interfaces directly with

camera feeds. The system captures raw video frames at 30+ FPS, passes them through a YOLOv8

convolutional neural network, evaluates bounding box class labels and confidence thresholds (>0.50),

and triggers automated asynchronous workflows for incident logging, alert dispatching, and web-

based metric visualization.
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4. Key Features

Feature Name Description Implementation Details

Real-Time Video

Inference

Processes incoming RTSP/File video

streams frame-by-frame.

services/frame_service.py  using OpenCV

& YOLOv8 model engine.

Automated

Incident Logging

Persists alert timestamps, locations,

threat categories, and snapshot

paths.

SQLite queries executing against alerts.db

database.

Telegram Instant

Alerts

Dispatches immediate threat

notifications with snapshots to

security staff.

Integration via Telegram Bot API triggered

during threat events.

Analytics Web

Dashboard

Displays real-time threat trend

graphs, location heatmaps, and alert

records.

Flask Blueprint endpoint

/api/analytics/data  rendered via Jinja2 &

JS.

CSRF & Session

Protection

Secures web dashboard routes

against unauthorized access and

attack vectors.

Flask-WTF CSRFProtect  initialized in

app.py .

5. Technology Stack

Frontend: HTML5, CSS3, JavaScript (ES6+), Jinja2 Templates ( home.html , analytics.html ).

Backend: Python 3.10+, Flask Framework, Flask-WTF, Flask Blueprints.

Database: SQLite3 ( alerts.db ).

AI/ML Engine: OpenCV ( opencv-python ), PyTorch, Ultralytics YOLOv8 ( yolov8n.pt ).

APIs & External Services: Telegram Bot API for mobile alert distribution.

DevOps & Package Management: Docker containerization ( Dockerfile ), Poetry dependency

manager ( pyproject.toml ).
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6. System Architecture

[CCTV Video Stream] ---> (OpenCV Frame Extractor) ---> (YOLOv8 Neural Network)

|

v

{Threat Score > 0.50?}

/                  \

(YES)                  (NO)

/                        \

+------------------+                    (Render Stream)

|

+---> [SQLite alerts.db] (Log Record)

+---> [Telegram API] (Instant Alert Dispatch)

+---> [Flask Analytics Dashboard] (Web UI)

7. Complete System Flow

Step 1: Flask application starts and initializes background frame capture worker

(frame_service.py).

Step 2: Video stream (RTSP/File) feeds raw frames into OpenCV.

Step 3: YOLOv8 model runs object detection forward-pass on 640x640 normalized frame matrices.

Step 4: Non-Maximum Suppression (NMS) filters overlapping bounding boxes.

Step 5: If threat score exceeds 50%, snapshot image is saved to static storage.

Step 6: Alert record (timestamp, category, snapshot path, location) is inserted into SQLite

alerts.db.

Step 7: Telegram API POST request sends photo and details to security group.

Step 8: Analytics dashboard (analytics.html) auto-refreshes data via AJAX endpoint

/api/analytics/data.

8. User Flow

Security Operator ---> Access Web Dashboard ---> Monitor Live Camera Streams ---> 

Receive Sound/Visual Alert ---> Inspect Snapshot & Telemetry ---> Dispatch Security Unit
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9. Data Flow

Camera Byte Stream ---> OpenCV Numpy Array ---> PyTorch Tensor ---> YOLO Prediction Array --->

JSON Event Payload ---> SQLite Row Insertion ---> Frontend Analytics JSON Payload

10. Application Architecture & Module Breakdown

The codebase follows a modular Flask Blueprint architecture separating routing, services, models, and

static views:

SafeVision/

├── app.py                  # App initialization, Blueprint registration, CSRF setup
├── config.py               # Database paths, secret keys, environment variables
├── pyproject.toml          # Poetry dependencies (Flask, OpenCV, Ultralytics, PyTorch)
├── routes/
│   ├── analytics.py        # /analytics & /api/analytics/data JSON endpoints
│   ├── surveillance_routes.py # Camera feed rendering routes
│   └── user_routes.py      # Auth & profile management routes
├── services/
│   ├── frame_service.py    # OpenCV video capture & YOLOv8 inference loop
│   ├── recording_service.py# Snapshot persistence & video clip recording
│   └── auth_service.py     # Session authentication logic
├── templates/              # Jinja2 HTML views (home.html, analytics.html)
└── static/                 # Static CSS, JS scripts, and alert snapshots

11. Important Files

File Path Purpose Importance

app.py Main application entry point initializing Flask,

Blueprints, and CSRF protection.

High

services/frame_service.py Core CV module managing video capture streams and

running YOLOv8 model inference.

High

routes/analytics.py Queries SQLite database to supply threat metrics

JSON to dashboard UI.

High

services/recording_service.py Saves alert snapshot images and handles video

evidence recording.

Medium
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12. API Documentation

Endpoint: Get Analytics Data

Method: GET

Route: /api/analytics/data

Purpose: Serves aggregated alert statistics to frontend dashboards.

Response Body (JSON):

{

  "total_alerts": 142,

  "locations": [{"name": "Parking Lot A", "count": 45}, {"name": "Main Entrance", "count": 9

  "categories": [{"name": "Assault", "count": 89}, {"name": "Weapon", "count": 53}],

  "trend": [{"date": "2026-08-30", "count": 12}],

  "recent_alerts": [{"id": 101, "timestamp": "2026-08-31 14:20:00", "location": "Zone 2"}]

}

13. Database Design

Verified from repository: SQLite database ( alerts.db ) schema queried in routes/analytics.py .

Table: ALERTS

+-----------------+---------------+------------------------------------------------+

| Column          | Type          | Description                                    |

+-----------------+---------------+------------------------------------------------+

| id              | INTEGER (PK)  | Auto-incrementing primary key                  |

| location        | VARCHAR(100)  | Location name or camera zone identifier        |

| category        | VARCHAR(50)   | Threat category (Assault, Weapon, Suspicious)  |

| snapshot_path   | TEXT          | Relative path to saved alert image file        |

| timestamp       | DATETIME      | Incident timestamp                             |

| confidence      | FLOAT         | YOLO model detection confidence score (0-1.0)  |

+-----------------+---------------+------------------------------------------------+

14. Authentication & Security

Session Security: Handled via Flask session cookies.

CSRF Protection: Configured using flask_wtf.CSRFProtect(app)  in app.py .
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Security Warning: Hardcoded default secret key 'change_this_secret_key'  in app.py  must be

moved to an environment variable prior to production deployment.

15. Core Logic & Algorithms

YOLOv8 Detection & Filtering Pipeline:

def process_frame(frame, model, conf_threshold=0.50):

    # Resize frame to 640x640 input dimension

    results = model.predict(source=frame, conf=conf_threshold, verbose=False)

    threats_detected = []

    for r in results:

        for box in r.boxes:

            cls_id = int(box.cls[0])

            conf = float(box.conf[0])

            label = model.names[cls_id]

            if label in ['assault', 'person_fight', 'weapon'] and conf >= conf_threshold:

                threats_detected.append({'label': label, 'confidence': conf, 'box': box.xyxy[0].to

    return threats_detected

16. AI / Machine Learning Architecture

The system uses Ultralytics YOLOv8 (You Only Look Once v8) anchor-free object detection model.

Inputs are scaled to $640 imes 640 imes 3$, passed through a CSP-Darknet backbone with Feature

Pyramid Network (FPN), and processed via Non-Maximum Suppression (NMS) to eliminate duplicate

bounding boxes.

17. Detailed Execution Flow

1. Application starts via python app.py .

2. Flask registers analytics_bp  and user_bp .

3. Frame engine initializes camera feed via OpenCV.

4. Raw frame tensor passes through YOLOv8 neural network.

5. Threat detection triggers snapshot write to disk.

6. SQLite database records alert row.

7. Telegram Bot API POST request dispatches photo to alert group.

8. Web browser requests /analytics .

9. Client AJAX script queries /api/analytics/data .

10. Server queries SQLite and returns aggregated JSON.
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11. Dashboard renders Chart.js metrics and alert logs.

18. Error Handling

Camera Disconnection: OpenCV loop catches read()  failure and retries stream connection

without crashing Flask.

Database Lock Exceptions: Caught in routes/analytics.py  returning HTTP 500 JSON error.

19. Testing

Verified from repository: No automated Pytest or unittest files were present in the repository root. Manual

endpoint testing was conducted.

20. Deployment Configuration

Local Execution: Configured via Poetry / Pip: poetry run python app.py .

Docker Execution: Containerized deployment using Dockerfile .

21. Project Folder Structure

SafeVision/

├── app.py
├── config.py
├── pyproject.toml
├── requirements.txt
├── controllers/
├── models/
├── routes/
│   ├── analytics.py
│   ├── pages_routes.py
│   ├── processing.py
│   ├── surveillance_routes.py
│   └── user_routes.py
├── services/
│   ├── auth_service.py
│   ├── frame_service.py
│   ├── processing.py
│   └── recording_service.py
├── static/
└── templates/
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22. Screens & UI Explanation

Surveillance Portal ( home.html ): Displays live video grid with bounding box overlays and alert

status icons.

Analytics Portal ( analytics.html ): Displays alert counts, category bar charts, location

heatmaps, and temporal incident trends.

23. Strengths

Proactive automated surveillance replacing passive human video monitoring.

Modular Flask architecture cleanly separating CV inference from web API routes.

Multi-channel alert pipeline delivering instant mobile notifications via Telegram.

24. Limitations

SQLite database may experience write lock issues under heavy multi-camera alert streams.

Fallback secret key stored directly in source code file.

25. Future Improvements

Short-Term: Move secret keys to .env  file; add Pytest suite.

Medium-Term: Migrate SQLite to PostgreSQL with SQLAlchemy connection pooling.

Long-Term: Implement PoseFormer 3D pose estimation for subtle body language threat

recognition.

26. Interview Explanation

"SafeVision is an AI-powered surveillance and assault detection platform built with Flask, OpenCV, and

YOLOv8. Standard CCTV setup is passive, relying on fatigued security guards to spot incidents.

SafeVision automates this by executing deep learning computer vision on live camera streams,

detecting physical fights or weapons in real-time, logging alert data into SQLite, and instantly sending

Telegram notifications with snapshot evidence to security teams. I designed the modular Flask

architecture, integrated YOLOv8 inference loops, and built the real-time analytics API."
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27. Technical Interview Questions & Answers

Q1 (Basic): What framework and libraries power SafeVision's computer vision pipeline?

A: Flask handles web controllers and APIs, OpenCV handles raw video stream frame capture, and

Ultralytics YOLOv8 (PyTorch) executes object detection inference.

Q2 (Intermediate): How does SafeVision prevent overlapping bounding boxes for a single

detected threat?

A: Using Non-Maximum Suppression (NMS), which calculates Intersection over Union (IoU) across

candidate bounding boxes and suppresses duplicates below a confidence threshold.

Q3 (Advanced): How would you scale SafeVision to handle 100+ concurrent 4K camera

streams without dropping frames?

A: Decouple frame capture and inference using Redis streams and Celery background workers. Process

inference on dedicated GPU microservices (TensorRT/Triton Inference Server) and persist events

asynchronously to a PostgreSQL cluster.

28. One-Page Summary

Project: Safe Vision

Problem: Passive CCTV fails to stop ongoing physical assaults in real-time.

Solution: Automated YOLOv8 video analysis + Flask API + Telegram alert dispatches.

Stack: Python, Flask, OpenCV, YOLOv8, PyTorch, SQLite, Telegram API.

Outcome: Real-time incident detection with <1 second alert notification latency.

29. Final Architecture Diagram

User/Camera ---> OpenCV Stream ---> YOLOv8 AI Model ---> Threat Logic ---> SQLite DB &

Telegram Bot ---> Flask Analytics Dashboard


